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WHY DO WE NEED IOT CYBER SECURITY REGULATIONS?

BOTNETS

@(

OTNETS

imgflip.com i

_ .». :

EVERYWHERE

BUGPROVE :

TheMoon creates a botnet of loT

devices of ~7,000 new users per week
Source: Lumen Technologies / March 2024

Thousands of video doorbells sold on
online marketplaces can be accessed

by anyone from the Internet
Source: Consumer Reports / March 2024

New flaws in TPM 2.0 library allow out-
of-bound read/write posing threat to

billions of loT Devices
Source: Quarkslab / March 2023
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PANORAMA OF IOT CYBER SECURITY REGULATIONS #oTPanorama

cetome.com/panorama

#loTRegulations

Canada
PIPEDA (Focus on privacy)

United States of Americ
Cybersecurity Improvement Act
State laws: California, Oregon

Brazil
Requisitos de seguranga cibernéticapara
equipamentos para telecomunicagoes

B Regulation based on ETSI EN 303 645
B Compliance possible by following ETSI EN 303 645
On-going work

BUGPROVE

European Union Radio Equipment Directive: Delegated Act for cyber security
European Union Cyber Resilience Act

Finland Kingdom of Saudi Arabia United Arab Emirates
Tietoturvamerkki IoT Regulatory Framework IoT Regulation Policy

United Kingdom
PSTI Act

China Guidelines for the construction of
basic security standard systems
for the Internet of Things ('IoT")

‘K Japan IoT Security Safety Framework
’ South Korea Certification of IoT Cybersecurity

Vietnam List of Baseline Cyber Security
Requirements for Consumer IoT

Singapore IoT Cybersecurity Labelling Scheme

Australia Code of Practice

e

Egypt India Thailand
IoT Cyber Security Framework Code of Practice - Consumer IoT IoT cyber security regulation

The CRA introduces mutual recognition

: ® cetome
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INTRODUCING THE CYBER RESILIENCE ACT (CRA)

The first worldwide regulation to impose cyber security requirements

to products with a “digital element”
= Obligations for manufacturers, importers, distributors (“economical operators”)
= For the entire lifecycle of products in scope, and beyond (10 years!)

= With a mix of governance and technical requirements
= That are appropriate to the level of cyber risks

Timeline for loT product manufacturers (estimate)

2024 2025 2026 2027 2028
12 March 2024 Q3/Q4 2024 June-August 2026 Q3/Q4 2027
Vote at the EU Parliament Entry into Force Reporting obligations for All mandatory requirements

actively exploited vulnerabilities
and severe incidents

BUGPROVE : sl cetome
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REAL-WORLD CYBER RISK EXAMPLE

Zyxel NAS326

= Zyxel NAS326

= CVE-2023-37927, CVE-2023-37928, CVE-2023-4473, CVE-2023-
4474, CVE-2023-5372

= Root cause: Code injection flaws and authentication bypass

= Secure coding issues and lack of design-time security fundamentals

(e.g., Web server access controls)

= Could occur in most loT organizations

= Overall impact: Unauthenticated, remote attackers can completely

take over the device.

BUGPROVE : slcetome
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REAL-WORLD CYBER RISK EXAMPLE

Discovery Process

> > > executer_su D Copy link

= Platform flagged a command

executer_su

injection (caught by one of our Bz T sasarzsssatsesso.

non-technical colleagues!) T ommivetonrinoses 75 Commnd o 1056

« High 0x106B8 No debug symbols present
o1
{58
= The function constructs all or part of an OS command using externally-influenced input from an upstream component, but it does not correctly escape special elements that
=

could modify the intended OS command when it is sent to a downstream component. This could allow attackers to execute unexpected, dangerous commands directly on the
L M M system. If the occurs in a privileged program, it could allow the attacker to specify commands that normally would not be accessible, or to call alternate
n e I l I I e I I I C O I I l p e e I X commands with privileges that the attacker does not have. The problem is exacerbated if the compromised process does not follow the principle of least privilege, because

attacker-controlled commands may run with special system privileges that increases impact of the vulnerability.

m

= Further investigation revealed a lot

4, Decompiled source - #. Show Explanation

of new issues on upper layers

#)aparan_2);

(kudos to Gabor, he was relentless L

until the 5th CVE)

(paras_1 << 2);

_14 = 1; local 14 < paraa_l; local_14 = local

strdup((char )paraa_2[local_141);
14 + Qx3FOIE] = peVarl;

__argvElocal 14 + BX3ITFFIF] = (char %)0x0;
setuid(e);
parasd = stde

32 aran2 = execv((char a)paran 2011, _arge):

3 intf(parand, "%d\n", param2);

4 war2 =

5 )

b
7 return uar2;

BUGPROVE : cetome
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REAL-WORLD CYBER RISK EXAMPLE

Resolution of Issues

= Coordination occurred in batches, spanning July 2023 ) SHODAN  Bpore  Pronge | NASIS
to Jan 2024

= Utilized existing PSIRT team and processes at Zyxel

= |ssues resolved: however, the device and entire NAS

product line were End-Of-Life'd.

= Imagine what would happen to a vendor with no security

engineers or incident response process in place oy

Thailand

= Consequences are devastating for vendors lacking gy

Turkey

security engineers or incident response processes.

Poland

BUGPROVE \ sl cetome
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REAL-WORLD CYBER RISK EXAMPLE

Takeaways

= Similar mistakes are commonplace
= Post-market vulnerability management is slow and difficult
= Consumers face critical risks

= Automatic updates are crucial; devices remain vulnerable without
them, as you can't expect consumers to read technical security

disclosures and base their manual updates on that.

BUGPROVE 10 o) cetome

we make cyber work




2. PRODUCT
SECURITY IN THE
CRA
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A LOOK AT THE CYBER RESILIENCE ACT

Procedure : 2022/0272(COD) » Document stages in plenary
Document selected :
Texts tabled : Debates : Votes : Texts adopted :
A9-0253/2023 ) PV 12/03/2024 - 8.11 }
CRE 12/03/2024 - 8.11

Explanations of votes

Texts adopted Beark B0k
Tuesday, 12 March 2024 - Strasbourg

Cyber Resilience Act P9_TA(2024)0130

&l * Resolution

» Consolidated text

p European Parliament legislative resolution of 12 March 2024 on the proposal for a regulation of the B
European Parliament and of the Council on horizontal cybersecurity requirements for products with
digital elements and amending Regulation (EU) 2019/1020 ( - C9-0308/2022 -

)

The text is available online: europarl.europa.eu/doceo/
document/TA-9-2024-0130 EN.html

BUGPROVE

The CRA text is 338 pages long mandating “what” is
required:

= 131 paragraphs of recital
= 71 articles

= 8 annexes

But it doesn’t explain “how” to secure products in scope

What is a secure product?
= There are no known exploitable vulnerability at the time of release
= The product start with a secure configuration by default

= If new vulnerabilities or cyber incidentS happen, they can be
resolved as long as the product is supported

> ® cetome
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https://www.europarl.europa.eu/doceo/document/TA-9-2024-0130_EN.html
https://www.europarl.europa.eu/doceo/document/TA-9-2024-0130_EN.html

REQUIREMENTS OF THE CRA FOR PRODUCT MANUFACTURERS

Risk-based product development

= Start with a cyber risk assessment based
on the context of use

= |dentify appropriate cyber security
requirements to mitigate these risks

= Document these cyber risks and update
them as appropriate

BUGPROVE

Cyber security requirements

Cryptography and access control to protect
data

Secure boot and anti-tampering to protect
product integrity

Input filtering, no hardcoded secrets,
unused interfaces disabled by default to
reduce the attack surface

Resilience and degraded modes to protect
from cyber attacks including DDoS

Software Bill of Materials (SBOM)

Coordinated vulnerability disclosure policy
with a single point of contact

Regularly check for new vulnerabilities and
provide security updates (for 5 years)

Monitor and manage cyber incident

Inform regulators and customers about
important cyber security issues

Market access

= Declaration of conformity

= Information to customers about the
product and the manufacturer: product

identification, website, etc.

= Keep documentation for 10 years

13
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OUR ANALYSIS OF THE CRA REQUIREMENTS

The Cyber Resilience Act has 5 high-level requirements :

2. Make the installation of

1. Create secure products
products secure

3. Keep products secure
once on the market

4. Produce relevant 5. Don’t release products with
documentation at all stages known security issues

BUGPROVE 14 @& cetome
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REMINDER: THE PRODUCT LIFECYCLE

Prepares

Product development (Build phase) Product on the market (Run phase)

Operations & Maintenance
(including second life, refurbishing)

>0 000000 »O0» O »O O O O >0

Design Implementation Testing Manufacturing End of life

BUGPROVE 15 7 cetome
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CRA REQUIREMENTS IN THE PRODUCT LIFECYCLE

Prepares

Product development (Build phase) Product on the market (Run phase)

Operations & Maintenance

(including second life, refurbishing) End of life

Design Implementation Testing Manufacturing

> 0 »000000»O0» 0 >»>O O O 0>»O
T

products secure | market

4. Produce relevant documentation at all stages

, . L. 3 Product cannot enter the EU market: risk of ban
5. Don’t release products with known security issues

» Product can display the CE marking

BUGPROVE 16 7 cetome
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3. HOW TO SECURE | /
PRODUCTS?

cetome
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START WITH A RISK ASSESSMENT

The CRA requires an initial risk assessment
= You are free to use any methodology

= Objective: evaluate the risks of your product on users and systems
= Document these risks and keep the document for 10 years!

Identify cyber security measures to mitigate these risks
= We developed #FAST for that (fast.cetome.com)

IZ9)))

Revolutionary Automatic Threat Modeling

Common risks found in loT products

. . I Mass Unauthorised Iy Leaked

BUGPROVE 18 7 cetome

we make cyber work



https://fast.cetome.com/
https://fast.cetome.com/

THE CRA INTRODUCES PRODUCTS CATEGORIES

Product categories give an idea of what is expected

= Higher categories lead to higher risks

= Higher categories require stronger cyber security measures

= Higher categories require more in-depth assurance methodologies

= Most consumer loT products will fall in the “basic” category or in Class |

The European Commission can

= Add or remove products in these categories
= Change the category of specific products

= Set new requirements for specific categories!

BUGPROVE 19 7 cetome
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PRODUCT CATEGORIES

. e o OnePlus 6 is trying to connect.
Most products with a digital element

* Products in the default category: Smart TVs, connected thermostats, smart lightbulbs, and more [ 94519080 [
= Recent attack: attackers can bypass authentication on 91,000 LG smart TVs to gain root access

Products causing important health, security or safety risks

= Products in class I: Smart door locks, baby monitoring systems, alarm systems, connected toys,
personal wearable health technology, and more (see Annex Ill)

= Recent attack: Ring's privacy failures led to spying and harassment through home security cameras
Important gsp y pying g y

products

(@ELRINY Products with greater risks, greater negative impacts than products in Class |

* Products in class Il: Firewalls, tamper-resistant MCU, network interfaces
= Recent attack: vulnerabilities in Qualcomm mobile firmware can lead to memory corruption

Products causing significant risk of disruption OR critical dependencies to

NIS 2 essential entities
= Critical products: Hardware Devices with Security Boxes, Smart meter gateways within smart metering
systems, Smartcards or similar devices, including secure elements.
= Recent attack: unpatchable vulnerability in Apple chip leaks secret encryption keys (gofetch.fail)

BUGPROVE 20 o] cetome




@ Recommended assurance level

ASSURANCE REQUIREMENTS Possible to use

e Not allowed by CRA: insufficient assurance level

Class | Class I Critical

o 0 © @@E
o ® © eel

Mandatory if EU certification
scheme is available

BUGPROVE

Basic self-assessment
= The manufacturer verifies its own conformity against any appropriate standard
= Example: the manufacturer verifies that the product implements EN 303 645 requirements

Self-assessment with the CRA harmonised European Standard (hEN)
= |dentical to basic self-assessment but with a standard developed specifically for the CRA
= Example: the manufacturer ensures that the product aligned with the CRA hEN

Conformity assessment validated by a Notified Body

= The manufacturer submits its self-assessment and other documents to a Notified Body
= The Notified Body verifies them and gives its conclusions

= Example: submit EN 303 645 ICS, IXIT and mandatory documentation to a Notified Body

3rd-party assessment
= Use an accredited “conformity assessment body” to test the product for security
= Example: a manufacturer procures a security audit of its product (device, backend, etc.)

EU certification scheme
= Implement an existing EU certification scheme (Cyber Security Act): EUCC, EUCS, EU5G, etc.
= Example: a smart meter manufacturer implements EUCC

. ol cetome
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AND THEN? IDENTIFY YOUR PRIORITIES

Create secure products Manage vulnerabilities and incidents

= 3 years to comply (anticipated Q3/Q4 2027) = Shorter deadline: 21 months to comply

= Obligation to implement cyber security and = QObligation to report actively exploited
resilience measures in all new products vulnerabilities and severe incidents within 24

hours (detailed report within 72 hours)

= Not very difficult but a lot of efforts: = Not much effort but a lot of difficulties:
O How to ensure security is appropriate? O Are the pre-requisites in place?
O Are requirements in place for suppliers? O Automation and tools required! Where are they?
O How about compliance with other markets? O What if we can't fix the issue?

BUGPR\)VE 22 @ cetome
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OUR RECOMMENDATIONS

CYBER;

BUGPROVE

Build a secure product lifecycle
= Integrate the 5 high-level requirements of the CRA in existing processes
= Try to use automation where possible (e.g. for vulnerability management)

Use an existing standard and fill in the gaps later
=  We recommend following ETSI EN 303 645 (ENISA too!)
= QOther standards:
O ISA/IEC 62443-4 (for industrial loT with some tweaks)
O CSA PSWG (designed to be cross-market)
O Harmonized standard for the Radio Equipment Directive (focus on wireless devices)

Implement a Vulnerability Disclosure Policy urgently
= Get some insight on cetome.com/vdp

Train your product teams!
= Secure product lifecycle for product owners

= Secure coding practices for developers
= |oT cyber security standards for architects and engineers

23
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THE CASE FOR AUTOMATION

= DevSecOps integrates security testing at every software
development stage.

= Many software practices absent in loT ‘ l
= Lack of uniform tech stack
= Diverse loT deployments hinder mature security models w

= CRA basically mandates loT DevSecOps and beyond.

= Urges implementation across entire device portfolios,
necessitating new tools and processes.

BUGPR\)VE 24 @ cetome
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THE CASE FOR AUTOMATION

Tools for Secure Development

= Traditional tools: SAST aids secure coding, while SCA
addresses supply chain risks.

= Software Composition Analysis suited for package-
managed technologies, uncommon in loT (e.g., C/C++).

understanding of devices. Jw

= SAST is noisy for large code-bases, and lacks contextual

= Existing tooling may struggle with technical requirements
of regulations like ETSI 303 645.

BUGPROVE 2 o) cetome
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THE CASE FOR AUTOMATION

Example of Requirement Complexity

Provision 5.13-1 The consumer loT device software shall
validate data input via user interfaces or transferred via
Application Programming Interfaces (APIs) or between

networks in services and devices.

= Discovered trivial buffer overflows in a consumer router*.

= "emf" file provided by Broadcom as a binary within their SDK.

= Potentially affects 15 other OEMs.

BUGPROVE 26

emf
Binary Analysis Report / 05.01.2023

Architecture Debug symbols ile size unctions analyzed Hash

ARM 32 bit N/A f4f9abfel4l1541c... @

\% Buffer Overflow: FUN_00008f30
No debug symbols present X

Buffer Overflow: FUN_00008f30
0x8F60

> A buffer overflow condition exists when a program atf
in a memory area outside of the boundaries of a buffe
case in which the program copies the buffer without 1
Buffer Overflow: FUN_9018 The source buffer passed into the call can be arbitrari

0x903C allocating adequate storage can result in a buffer ove

Buffer Overflow: FUN_00009190 +. Decompiled source  “HF Disassembly
0x9188

*https://kb.netgear.com/000065667/Security-Advisory-for-Post-
authentication-Buffer-Overflow-on-Some-Routers-PSV-2023-0068

® cetome
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https://kb.netgear.com/000065667/Security-Advisory-for-Post-authentication-Buffer-Overflow-on-Some-Routers-PSV-2023-0068
https://kb.netgear.com/000065667/Security-Advisory-for-Post-authentication-Buffer-Overflow-on-Some-Routers-PSV-2023-0068

THE CASE FOR AUTOMATION

Compliance and Detection Challenges

= Would this vendor be in violation of Provision 5.13-7 if CRA emf

Binary Analysis Report / 05.01.2023

Was a/ready /n p/ace ? Architecture Debug symbols File size unctions analyzed Hash
ARM 32 bit N/A 9.6 KB f4f9abfel411541c... @

= How could they have possibly found it?

\% Buffer Overflow: FUN_00008f30
No debug symbols present X

Buffer Overflow: FUN_00008f30

0xBF60 > A buffer overflow condition exists when a program atf
in a memory area outside of the boundaries of a buffe
case in which the program copies the buffer without 1
. . . . . . Buffer Overflow: FUN_9018 The source buffer passed into the call can be arbitrari
= Supply chain issue; SCA tools may not identify it. accsing adeauate storage <an el s bfr ove
Buffer Overflow: FUN_00009190 +. Decompiled source  “HF Disassembly
0x9188

= Secure coding mistake, but source code may not be

available at build time for C/C++ SAST to detect.

BUGPROVE : o] cetome




BUGPROVE

Security via Binary Analysis

= Comprehensive platform automates vulnerability management

CVE monitoring

. Get alerts for emerging CVEs that affect your
fO rem bed d ed d evices. BUGPROVE products, leaving you more time for investigation

and patching.

DCS-3511_REVA_FIRMWARE_1.01.zip srooo-viozs

= Automatically generates SBOM for supply chain security pre- )

m a rket. aircrack-ng a2 . 5 -
B Evidence
* |dentifies known vulnerabilities to prevent shipping products . P
SBOM ~2015-1421 Networl 3 Jan 12, 2024
[ [ Compile your firmware's - — CVE-2014-2523 Netwark Jan12, 2024 -
Wlth | SS u eS. softhre :;ill of materials CVE-2016-3955 Network Jenz 2024 xuh:!:irifnl!:fzr\:‘!i)h?hasvtfwnwnw\r\omhmvcs

% s .
with a single click. - CVE-2012-6712 Network Jan12, 2024 alfecting yourmenitoredeans

= Continuously monitors firmware for emerging vulnerabilities o : - e e
to aid CRA post-market efforts. e ez rn B o o

wia " — CVE discovery and management

= Provides PDF evidence for CRA documentation requirements. et a neat o witin minutes,

BUGPROVE 28 7 cetome
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A ROADMAP TO CRA COMPLIANCE

Identify your priorities and implement security requirements for each box

I. Create secure products 2. Make the installation of 3. Keep products secure
products secure

Cyber security governance
Strategy, Policies, Processes, Standards

Risk assessment Cyber security requirements Security by default (Coordinated) Vulnerability Secure updates
Including threat modelling Encryption, data protection, access control Secure provisioning, secure boot disclosure policy P
r lopment lif | - . .
Secu. € Qeve opme ¢ ecycie Secure components Vulnerability management Threat intelligence
Secure libraries, secure coding, scanning toolsl Secure hardware, secure architecture
Secure architecture Supply chain requirements i . S
Cloud, AP, integration in existi O et . i Data prot-e‘ctlon Security monitoring
X X gration in existing networks For organisations, products and services Data management, sensitive data, transfers
5. Don’t release products i ili
. P Security assurance Cyber resilience Incident management
WIth known VUInerabllltleS Automated and manual testing, certification Degraded modes, DDoS protection

Risk management
Risk levels, risk acceptance, issue tracking

4. Create relevant
documentation

Product documentation
Software bill of materials, cyber security capabilities, data flows

BUGPROVE : o] cetome




T iorit After top priorities After other priorities
©op priority are in place are in place

I. Create secure products 2. Make the installation of 3. Keep products secure
products secure

Cyber security governance
Strategy, Policies, Processes, Standards

Risk assessment Cyber security requirements Security by default (Coordinated) Vulnerability Secure updates
Including threat modelling Encryption, data protection, access control Secure provisioning, secure boot disclosure policy P

r lopment lif | - . .
Secu. N Qeve opme ¢ ecycle SR componeqts Vulnerability management Threat intelligence
Secure libraries, secure coding, scanning toolsl Secure hardware, secure architecture
Secure architecture Supply chain requirements i . o]
. Lo PPy <! q : Data prot-e‘ctlon Security monitoring
Cloud, API, integration in existing networks For organisations, products and services Data management, sensitive data, transfers
5.Don’t release PVOdUCtS Security assurance Cyber resilience .
Incident management

With known VUInerabiIitieS Automated and manual testing, certification Degraded modes, DDoS protection

Risk management
Risk levels, risk acceptance, issue tracking

4. Create relevant

documentation Product documentation

Software bill of materials, cyber security capabilities, data flows

BUGPROVE . o] cetome
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CONCLUSIONS

Don’t wait for 2027

BUGPROVE

The Cyber Resilience Act is a groundbreaking regulation

= All products with a digital element must integrate cyber requirements
= |Important to keep products secure after release!

= The regulation mandates higher requirements for certain products

Define your priorities
= Top priority in 2024: implement a risk assessment methodology
= Use our roadmap to identify what is in place, gaps and other priorities

Our top recommendations
= Follow ETSI EN 303 645

= Integrate product security into existing processes
= Train product teams

b ® cetome
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THANK YOU! Time for questions

cetome

we make cyber work
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REACH OUT

Attila Szasz m Cédric Levy-Bencheton m

bugprove.com cetome.com
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https://www.linkedin.com/in/attila-sz%C3%A1sz-086abb122/
https://www.linkedin.com/in/cedriclb/
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